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DATA SHEET

and
BENEFITS:

Threat Prevention

•	 Pre-emptively	auto-block	
Domains,	URLs,	and	IPs

•	 Reduce	the	number	of		
incidents	to	investigate.	

Threat Containment:  
Hunt and Contain Threats

•	 High	fidelity	threat	analysis	
reduces	dwell	times.

•	 Alerts	enriched

Alert Enrichment 

•	 Enrich	alerts	with		
Recorded	Future	Intelligence

•	 Correlate	Recorded	Future		
data	with	other	ecosystem		
meta-data	to	create	or		
enrich	existing	alerts

PRODUCT OVERVIEW

JOINT INTEGRATION DESCRIPTION

CHALLENGES OVERCOME THROUGH INTEGRATION

The	joint	solution	enables	SOC	teams	to	proactively	detect	attacks	and	take	preemptive	
countermeasures.	This	can	be	used	to	prevent	attacks	and	contain	threats	before	they	occur,	
and	thus	bridge	the	gap	between	pre-attack	and	post-attack	activities.	

For	example,	if	attempts	to	go	to	a	malicious	domain	or	IP	that	is	reported	by	Recorded	Future,	
SOC	analysts	now	have	the	ability	to	not	only	have	blocked	that	access	attempt	but	quickly	see	
the	threat	indicators	&	risk	scores	that	go	into	why	a	domain/IP	is	a	bad	actor.	Additionally,	users	
are	able	to	threat	hunt	and	enrich	alerts	already	identified	down	to	the	entity	level.

The	Securonix	Security	Operations	and	Analytics	Platform	ingests	Recorded	Future	Threat	
Intelligence	(TI)	indicators	via	API.	All	common	threat	indicators	such	as	domain,	IP,	URL,	
etc.	are	ingested	and	indexed	in	the	Securonix	Data	lake.	This	information	is	correlated	
using	the	Securonix	Analytics	AI-based	engine	enriched	with	other	indicators	from	other	
assets	in	a	customer’s	ecosystem.

The	joint	solution	can	help	mitigate	risk	associated	with	malicious	domains,	URLs,	and	Ips,	by	
enriching	the	data	lake	with	known	risk	scores.

Securonix	is	a	leader	in	the	Gartner	MQ	for	SIEM.	The	Securonix	Security	Operations	&	Analytics	
Platform	provides	analytics-driven	next-generation	SIEM,	UEBA,	and	security	data	lake	capabilities	
as	a	pure	cloud	solution,	with	zero	infrastructure	to	manage.	

While	security	threats	become	more	challenging,	business	technologies	generate	an	ever-
increasing	amount	of	data	making	legacy	security	monitoring	solutions	obsolete	as	they	struggle	
with	an	inability	to	scale	with	limited	resources	and	architectural	challenges.

Built	on	AWS,	the	Securonix	platform	delivers	unlimited	scale,	powered	by	advanced	analytics,	
behavior	detection,	threat	modeling,	and	machine	learning.	It	increases	security	through	improved	
visibility,	actionability,	and	security	posture	while	reducing	management	and	analyst	burden.

USE CASES

Through	the	ingestion	and	enrichment	of	Recorded	Future	Threat	Data,	mutual	customers	will	
benefit	from	higher	fidelity	alerts	and	therefore	more	accurate	and	quicker	response	times.

Threat Prevention

•	 Pre-emptively	auto-block	Domains,	URLs,	and	IPs

•	 Reduce	the	number	of	incidents	to	investigate.	

Threat Containment: Hunt and Contain Threats

•	 High	fidelity	threat	analysis	reduces	dwell	times.

•	 Alerts	enriched

Alert Enrichment

•	 Enrich	alerts	with	Recorded	Future	Intelligence

•	 Correlate	Recorded	Future	data	with	other	ecosystem	meta-data		
to	create	or	enrich	existing	alerts

Securonix



AboutAbout Recorded Future 
Recorded	Future	arms	security	teams	with	the	only	complete	threat	intelligence	solution	powered	
by	patented	machine	learning	to	lower	risk.	Our	technology	automatically	collects	and	analyzes	
information	from	an	unrivaled	breadth	of	sources	and	provides	invaluable	context	in	real	time	and	
packaged	for	human	analysis	or	integration	with	security	technologies.
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Securonix	transforms	enterprise	security	with	actionable	intelligence.	Using	a	purpose-built	
security	analytics	platform	Securonix	quickly	and	accurately	detects	high-risk	threats	to	your	
organization.	For	more	information	visit	www.securonix.com

Securonix


