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DATA SHEET

and
BENEFITS:

•	 Faster	vendor	risk	assessment:	
Validate	assessments	with	
objective	intelligence

•	 Real-time	continuous	
monitoring:	Identify	new		
risks	as	they	arise

•	 Smarter	risk	remediation:	
Transparent	access	to	
remediation	evidence	grants	
leverage	to	more	quickly	and	
effective	mitigate	risk

PRODUCT OVERVIEW

JOINT INTEGRATION DESCRIPTION

CHALLENGES OVERCOME THROUGH INTEGRATION

USE CASES

Vendor Assessment:	When	assessing	a	vendor	in	OneTrust,	Recorded	Future's	third-party	
intelligence	can	be	automatically	incorporated	into	the	vendor's	record.	The	Recorded	Future	
Third-Party	Intelligence	Score	(0-99),	Criticality,	and	associated	Risk	Summary	quickly	gives	
the	analyst	a	baseline	of	the	vendor's	cyber	risk.

Continuous Cyber Risk Updates On Your Vendors:	Recorded	Future	continuously	monitors	
nearly	a	million	sources	in	real-time	for	any	information	that	may	point	to	changes	in	a	vendor's	
cyber	risk	score.	In	OneTrust,	updates	to	vendor	third-party	intelligence	from	Recorded	Future	
can	be	scheduled	for	periodic	refreshes,	or	pulled	on-demand	whenever	any	details	on	the	
vendor	record	are	updated.

Today’s	increasingly	complex	and	interconnected	supply	chain	creates	more	opportunities	than	
ever	for	malicious	actors	to	cause	damage	to	your	business.	Third-party	data	breaches	are	at	
an	all-time	high:

•	 Lack	of	visibility	into	third-party	risk	landscape

•	 Traditional	vendor	risk	assessments	are	point-in-time	and	prone	to	error

•	 Manual	review	efforts	are	resource-intensive	

•	 Need	a	better	way	to	prioritize	and	validate	assessments

Clients	using	OneTrust	Vendorpedia	to	manage	their	portfolio	of	vendors	can	have	Recorded	
Future's	real	time	third	party	intelligence	automatically	added	to	their	platform	for	convenient	
reference.	With	one	simple	click,	the	analyst	can	then	pivot	to	Recorded	Future	for	further	in-
depth	details.	This	allows	the	analyst	to	quickly	assess	vendor	risks	and	determine	if	risk	mitigation		
is	needed.

OneTrust	is	the	#1	most	widely	used	platform	to	operationalize	privacy,	security,	and	data	
governance.	In	the	recent	Q4	2020	Forrester	Wave,	OneTrust	was	named	a	leader	in	Third-
Party	Risk	Management	Platforms,	receiving	the	highest	scores	in	the	strategy	and	market	
presence	categories.	With	Recorded	Future’s	Third-Party	Intelligence	integrated	into	OneTrust,	
risk	management	teams	incorporate	continuous	cyber	risk	monitoring	for	every	third-party	
organization	in	their	ecosystems.	Users	gain	unparalleled	risk	visibility	in	real-time,	allowing	
them	to	quickly	identify	security	incidents,	malicious	network	activity,	leaked	credentials,	and	
dark	web	attention.	Third-party	intelligence	helps	risk	teams	quickly	prioritize	and	validate	their	
vendor	risk	assessments.
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AboutAbout Recorded Future 
Recorded	Future	 is	the	world’s	 largest	provider	of	 intelligence	for	enterprise	security.	By	
combining	persistent	and	pervasive	automated	data	collection	and	analytics	with	human	analysis,		
Recorded	Future	delivers	intelligence	that	is	timely,	accurate,	and	actionable.	In	a	world	of	
ever-increasing	chaos	and	uncertainty,	Recorded	Future	empowers	organizations	with	the	
visibility	they	need	to	 identify	and	detect	threats	faster;	 take	proactive	action	to	disrupt	
adversaries;	and	protect	their	people,	systems,	and	assets,	so	business	can	be	conducted	
with	confidence.	Recorded	Future	is	trusted	by	more	than	1,000	businesses	and	government	
organizations	around	the	world.
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OneTrust	technology	powers	privacy,	security	and	governance	programs.	More	than	7,500	
customers	use	OneTrust	to	build	integrated	programs	that	comply	with	the	CCPA,	GDPR,	LGPD,	
PDPA,	ISO27001	and	hundreds	of	the	world’s	privacy	and	security	laws.
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